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Semi-supervised Deep Learning Approach for Spam
Detection in Multi-layered Social Networks
Online social network platforms have become part of the daily lives of more than a billion
individuals. They are used for a variety of activities like socialization, information, ebusiness and
self-promotion. This increasing use of social networking platforms has raised the need to develop
automated methods for their analysis. One of the most common data-mining task performed on
social networks is user’s classification with wide range application. It allows detecting malicious
users, spammer or malware distributors.
Social data is characterized by a wide variety of attributes that stem from posting habits in addition
to interactions. Collective classification considers not only the attributes of a given user but also
attributes of users he interacted with in order to decide on the label to assign to him. This high
number of attributes requires the use of efficient attribute selection and weighting methods that
could be provided by a deep learning framework [1].
Deep learning allows the generation of models that capture the complex patterns linked to the
behavior of suspicious nodes on social networks. It helps to identify the correlations between a
node’s posting behavior and its neighbor’s habits. This has been successfully used in an
unsupervised mode to learn the structural patterns
of interaction in graphs using random walks to
generate features [2]. It has also been applied in a
supervised mode in a variety of learning tasks
based on textual attributes [3].
Very few works explored deep learning in a semisupervised mode with the aim of capturing both
textual and structural patterns in a social network.
This method could reveal important patterns that
would allow increasing the accuracy of
classification for a variety of tasks. Using input data
for learning purposes could reduce the effects of
one of the main drawbacks of deep learning, which
is the need for a large labeled training dataset. The
use of structural and text attributes would allow
reducing the noise introduced in a semi-supervised
mode due to mislabeling in the training set. Finally,
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accuracy of classification due to capturing unique
patterns that could only stem from the analysis of both modes.
The aim of this thesis is to provide a fast and reliable algorithm to analyze multi-layered social
network ([4)] for spam detection using deep learning technique in a semi-supervised approach.
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More specifically this research will aim at:
1- making a state of the art of deep learning technics in the context of social networks analysis,
2- proposing a framework which rely on the use of deep learning in semi-supervised machine
learning algorithm to detect behavioral outliers
3- using the proposed framework to identify cybercrim activities such as spam detection on social
networks
Joint research programme:
This project will conducted in the frame of a joint supervision between the LM2S team of University
of Technology of Troyes and the Internet Commerce Security Laboratory (ICSL), a research unit
of Federation University Australia.
The successful candidate will spent half of his time in both the two university.
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